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Large fertilizer manufacturing company
pilots a RFID-based
VEHICLE ACCESS CONTROL SYSTEM

Automated vehicle access control system that prevents
traffic congestion and time wastage at the gates

Accurate identification of authorized vehicles
Efficient verification and management of visitors’ vehicles

Automated entry/exit logging and report generation
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TECHNOLOGY

Solution:

EPC Gen2 compliant access control
and vehicle tracking solution

Tag Type:
Parka™ UHF Passive

Reader/Antenna:
Xtenna™
Xtenna Proximity ™

Method:

Multiple Tracking via Integrated
Reader/Antenna modules

Integration Platform:
RFID Middleware:
Xtenna™ WebToolkit
Xtenna™ Studio
Application: Essen RFID’s
Vehicle Access Control System
Database: SQL Server 2005 Exp. ed.

Tag Manufacturer/Supplier:
Essen RFID, with US based chip inlay

Reader/Antenna Manufacturer:
Essen RFID, with US based module

Systems Integrator:
Essen RFID

For further details contact:

Essen RFID

24-B, Jolly Maker Il
Nariman Point
Mumbai 400021 India
www.essenrfid.com
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KEY REQUIREMENTS:

Chambal Fertilisers and Chemicals Limited has been using a manual system at
its plant premises to manage vehicle access control. This requires security
personnel at the gate to manually verify vehicle entry, note down the entry and
exit timings and manually operate the boom barrier at the gates. This is a time-
consuming process that causes vehicle queues and delays while entering and
leaving the premises and is also a hindrance to regular employees’ self-owned
vehicles. The company therefore required an automated system of vehicle
access control that would efficiently manage entry and exit traffic, automate
verification of registered employee vehicles, manage verification of visitors’
vehicles and prevent wastage of time and labour at the gates.

Main challenges:

« Unique identification of each vehicle entering the premises.

« Tracking andlogginginthe entry and exit of each vehicle through the gate.

« Automated operation of boom barrier at the gate for authorized vehicles
without requiring human intervention.

« Automated report generation with details of vehicles, vehicle owners, visitors
and entry/exit timings.

SOLUTION:

Essen RFID offered its Vehicle Access Control System (VACS) as an effective
solution for efficiently tracking vehicles entering and exiting the plant premises.
This system deploys RFID tags and readers to identify and authenticate
vehicles entering and leaving the premises.

IMPLEMENTATION:

Metal Rim Car Windshield

=]
iy

Template

A PARKA™ RFID tag is issued to the authorized vehicle of each employee and
permanently affixed to its windshield. Visitor’'s vehicles are issued the same
tags temporarily. Each tag is registered into the database for the respective
vehicle, using a Xtenna Proximity ™ reader.
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Xtenna™ integrated reader-antennas are mounted at the entry/exit gate. The
boom-barrier at the gate is fitted with a trigger switch that is automatically

«= Trigger Switch

activated by the vehicle tracking system. The system uses SQL Server as the
back-end database while the front-end application deploys .NET technology.

WORKING:

The company has a large main gate at its premises, that is divided into two
halves — one half is used exclusively in the morning for both entry and exit of
vehicles, whereas the other half is used exclusively in the evening for both entry
and exit of vehicles.

Four Xtenna™ reader-antennas are thus deployed at the main gate, as shown in
the diagram below. On each half of the gate, there is one Xtenna™ mounted
outside the gate for tracking vehicles entering the premises and one Xtenna™
mounted inside the gate for tracking vehicles leaving the premises. Both halves
of the gate have one boom barrier each. Each boom barrier is utilized only when
its section of the gate is being used, i.e. one in the morning and the other in the
evening.
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When a vehicle enters the plant premises, it approaches the open section of the
gate. The IN antenna-reader reads the PARKA™ tag of the vehicle and sends
the tag details to the server. The VACS system checks if the vehicle is registered
in the database. If the vehicle is registered, it sends a command to the trigger
switch that controls the boom barrier. The boom barrier is lifted allowing the
vehicle to enter and the vehicle IN time is logged into the system. Similarly a
vehicle exiting the premises is read by the OUT reader-antenna and the system
triggered to open the boom barrier while logging the vehicle OUT time.

When avisitor’s vehicle arrives, it does not have a tag and so the boom barrier is
not activated. The vehicle is issued a temporary PARKA™ tag and registered by
security personnelin the Visitor Management module of the VACS. This assigns
the tag to the vehicle in the database for the duration of the visit. The tag is
temporarily mounted inside the vehicle and read by the IN antenna-reader. This
willopen the boom barrier and log the vehicle IN time into the system.

When the vehicle leaves the premises, the OUT antenna-reader reads the tag
and opens the boom barrier while logging the vehicle OUT time. The temporary
RFID tag de-assigned from the vehicle and is handed back to the security
personnel at the gate. The same temporary tag can now be reissued to another
visiting vehicle.

Application Process:
The main modules of the system are as follows:

+ Location Master

+  Department Master

+ Vehicle Owner Master
+ Vehicle Master

+ AssignTags

¢+ Summary

+ Visitor Management

+ Parking Status

1. Location Master: This registers each Xtenna™ antenna-reader’s location
and its IP address into the database. The administrator also enters each
device’s deployment location i.e. IN, OUT or for tag registration, in this
module.

The COM port of each of the trigger switches that control the respective
boom barriers are also entered into the system.

www.essenrfid.com ﬂ


http://www.essenrfid.com

REF

ESSEN

CASE STUDY

fin Parking Management System

(4 Xtenna"“ Toolkit

Parking Solution

== n ]|

Login Name: Logout

‘ o ‘ ‘

Edit H Hs H 3 pelere ‘

z Fefresh

‘ Y cancel

I {1e=+/H

=] E Parking System
= &zﬁ Settings
D Configuration Settings
@ Location Settings
a Display Controller Settings
a Application Users
= Y\:) Masters

=} @ Department

B g Owners
&5 venicte

@ Assign Tags
~ Summary
g Visitor Management
=2 m Device Controller

P Parking Views / Status

——| StartUpPage @ Location Settings

Location Details

Capacity for Parking Car 1000

Location Name INGATE Relate Device
Location Display INGATE

Device Name 192.168.1.228 E] it
Device Description UHE

Parked Timeout Period [ 3p B iy Minite

o -

[ Relocate Locations ][ View Device Report ]

Locatien View

[ [tacationid [locstion... [antenna_. [location... | devicede...|devicelo... [maxtime | capacity |flag [ comport
5 INGATE INGATE UHF 192.168.. 03 1000 N 10
6 QUTGATE QUTGATE  UHF 192.168.. (03 1000 out 7
11 Registrat... Registrat... | Registrat... | 192.168.... | 0.3 a MNONE

2. Department Master: The various departments within the company are
entered into the system.
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The details can be used for the tracking Department information,
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Vehicle Owner Master: This module contains all relevant details of vehicle-
using employees such as employee name, employee code, department,
etc. along with the person’s photograph.

fam Parking Management System = =R
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: Refresh

) Configuration Setting BERLERTE CHAMBAL FERTILISERS - | [ ... |
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H b I
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------ & Vehicle
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Vehicle Master: Here, the vehicle details are saved into the system and
mapped to their respective owner’s name. Vehicle details include vehicle
name, model, manufacturer, license plate number and vehicle photograph.
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The details can be used for the tracking vehicle infarmation.
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5. Assign Tags: A PARKA™ RFID vehicle tag is issued and assigned to each
employee-owned vehicle that has already been registered in the database.
The administrator selects the antenna-reader device, reads the tag using
this device and selects the vehicle license plate number to assign the tag to
that particular vehicle. Tag validity dates are also entered in this module.

‘4 Xtenna Toolkit LoginName: Lot |

Parking Solution

 few A H | startupFage @Assign Tags
- El Parking System [D—‘

& f Settings Assign Tag

) Configuration Settings || | D#Vic® 1021681235 -
a Location Settings Tag ID 01124E31304457524F594200
______ E. Display Contraller Sett| | Detected Time 24-10-2013 18:04:30
------ & Application Users REDLE | |-
e % Masters ) Valid [ AssignTag
= Department
= g Owners valid From 24 October 2013 B~
a PR Valid Te 24 November 2014 -
{300 assien Togs | Assign To Car Clear |
B s
...... a Visitor Management
o @ Device Controller The details can be used for the tracking vehicle information.

----- lg Parking Views / Status

6. Summary: This screen allows the administrator to view owner-wise vehicle
details. When a name is selected from the list, the corresponding vehicle
details will be displayed.

SHAILENDR  Self SHAILENDR  E002 23102013
KIRAN PATIL Self KIR&N PATI  E003 221023 84
JAY BINDRA  Self JAY BINDRA  E004 22102M3 85
WVISHALAGR  Self VISHAL AGR  E005 2210-2M3 86
MUKESHY!  Self MUKESHYI  vo0 231023 87
SAMEER SIN - Self SAMEER SIN V002 22102m3 88
PAVAN IRAN  Self PAVAN IRAN V003

Car Plate No

23102013

name | plateno | tagid | make
» SANTRO RJ-O1KC-56  E200102768  HYUNDAI RED
*
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7. Visitor Management - Visitor Car Registration: This module is used to
manage the access system for vehicles of visitors entering the plant
premises. The details of each visitor and his vehicle are entered into the
system and atag is assigned to the vehicle along with its validity date for the

RSl Visitor Registration - = x
VISITOR CAR REGISTRATION ‘TAG RETURNED ENTRY
Visitor Details
N Department CHAMBAL FERTILISE ~ | Visitor Name RIYA SEN Driver Type Self
o
Photo Visitor Code V4 Wisitor Desc  RIYA SEN Visitor Id ~ |g5
Available
Visitor Type WV -
Browse Image
Car Details
Registration
License Plate Mo RJ-76-AK-7494 Vehicle Name  |NDICA
No ; Device Name 192.168.1.147  + -—GmEg
Iake TATA Wehicle Type  4-Wheeler -
Photo TagID E2001027630C020124401D50
Available Size |large 2 WModel DTS Color RED
Valid From - 24 October 2013 B~
Carld|15 Valid To 24 October 2013 (g
Browse Image
[ OK I I Clear }
Owinerld Apartld ownllame DriverType photo ownDesc ownCode maodifiedtime QuinerType id
B3 7 |[RIYASEN | Seff Photo [N7¥= 12410-20131... V
< n ’

8. Visitor Management - Tag Returned Entry: Since the visitor's RFID access
tagis temporary, itis to be returned when the vehicle leaves the premises to
the security personnel at the OUT gate. This module is used to de-assign
and unregister the returned tag in the system database.

ol Visitor Registration = x

VISITOR CAR REGISTRATION | TAG RETURNED ENTRY |

UN-REGISTER RFID CAR TAG

Device Name 1921681235 -
Tag ID E2001027680C020124401D50
Lisence Plate Mo RJ-T6-AK-7494

Visitor Name RIYA SEN

Visitor Code V4

Visitor Type

Vehicle Name INDICA

UN-REGISTER RFID CAR TAG
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9. Parking Status: This module allows the administrator to view the list of
vehicles currently parked within the plant premises.
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10. Reports: The system has administrative reporting features that display
details of all registered vehicles, vehicle owners, visitor details, date-wise
entry/exitreports, etc.

BENEFITS:

 Secure, automated functioning with RFID technology.

« Accurate vehicle identification at entry and resultant access through boom
barrier for authorized vehicles only.

« Automated boom barrier operation through server-controlled trigger switch
without need for manual intervention or labour.

« Automated logging of IN and OUT entries into server enables quick vehicle
movement, preventing stoppage, congestion and time wastage at the gates.

« Automated tallying of vehicle entry and exit prevents delays at the OUT gate.

« Minimization of manual entry work.

« Prevention of entry for untagged vehicles.

« Efficient verification and management of visitors’ vehicles.

« Automated centralized report generation enables ready record reference for
the administrator.
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LINKS:

Hardware:

4 Xtenna™

Q/j Xtenna Proximity™

Tags:

"l
Wy
(1l
by
2

Software:

4 Xtenna@? .
WebToolKkit

Q/j Xtenna Studio"

Reference Example:

http://www.essenrfid.com/Mailer/accessparking-flash-demo.pdf
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